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[Mosoxenne
00 o6padoTKe 1 obOecneveHHH H€30MACHOCTH NEPCOHAIBHbBIX
AAHHBIX, 00padaTbiBaeMbIX B HHPOPMAUHOHHBIX CHCTEMaX
nepcoHaabHbIX 1aHHBIX MAOY «COLL Nel»

PeecTtp paccriikn
| Ne y9TeHHOTO 3K3eMnispa | MecTo XpaHeHus OTBeTCTBEHHRBIH 32 XpaHEHHE
! | H aKTYaIH3alHio
| Nel (6ymakHBIH HOCHTEb) KaOuner anpexropa CrneumanscT no xKaapam
? No2 (GymakHblil HOCHTEIIb) . Kabuner 3amecturens 3amecTHTeNb AMpeKTopa
, | aupekTopa no YBP Ne3a no YBP |
| Ne3 (aneKTpoHHas BEPCHHA) | Cepep — ObOmas — | Huxenep no UT ;
. | HopmaTHBHO-NIpaBOBLIE — \
; | llIxoasHEBIE | |
[onoxkenue 3aperucTPHPOBAHO 09.01.2018 roaa
PerrcTpaumoHHEIH HOMED 01-18-8.2

r. ApTeMOBCKHH
2018 rog
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IHosio:kenune 00 00padoTKe M o0ecrieueHH 0€30MACHOCTH MEPCOHAJIBHBIX
JAHHBIX, 00padaTbiBaeMbIX B MHPOPMAIMOHHBIX CHCTEMAX NEPCOHATIBHBIX
panHbix MAQY «COHI Nel»

1. O01mue moJj10KeHUA

1.1. Hacrosimee IlonoxxeHue o0 00paboTke M oOecreueHuu 0e30MacHOCTH
NEPCOHANBHBIX JIAHHBIX, O0OpabaThiBaeMbIX B HMHGOPMAIMOHHBIX CHCTEMax
nepcoHabHBIX JaHHBIX MAQOY «COII Ne 1» (manee — Ilomoskenne) pazpaboTaHo B
coorBeTcTBUM ¢ DenepanbHbiM  3akoHOM oT 27.07.2006 No 152-®3 «O
NEepPCOHANbHBIX  JaHHBIX», [lomoxkennem 00  obOecrneueHUH  OE30MACHOCTH
MEPCOHANIBHBIX JTaHHBIX TIpH HUX 00paboTke B WH(MOOPMAIIMOHHBIX CHCTEMax
MEPCOHANBHBIX  JIaHHBIX, yTBepKJIeHHbIM [locraHoBiennem IIpaBurtenbcTBa
Poccutickoit ®enepamuu ot 01.11.2012 Ne 1119, u [Tonoxxkennem 06 0COOEHHOCTSIX
00pabOTKH MEPCOHANBHBIX JaHHBIX, OCYIIECTBISIEMON O€3 MCIOJIb30BAaHUSI CPEJICTB
aBTOMaTH3alMM, yTBepxKIcHHBbIM I[locranoBinenuem IlpaBurenscrBa Poccuiickon
®enepanuu oT 15.09.2008 Ne 687.

1.2. Hacrossmum IlonoxkeHuem ompeaensercs TMOpsSAOK o0paboTKH U
obOecrieueHrss O€30MACHOCTU TMEPCOHAIBHBIX JIAHHBIX, MpU HUX 00paboTKe B
UH(OPMAITMOHHBIX CHCTEMaX MEPCOHANBHBIX JAaHHBIX C HCIOJIb30BAaHUEM CPEJICTB
aBTOMAaTH3alMi U 0€3 MCIOJIb30BaHUS CPEJCTB aBTOMATH3allMK B MyHUIIUITAIIBHOM
aBTOHOMHOM 00111€00pa30BaTeIbHOM yupexieHnn «CpenHsis o01ieo0pa3zoBaTeabHas
mkoJa Ne 1» (manee — Illkona).

1.3. B mHacTosmem [1onoxeHnn UCnoIb3y0TCs CIEAYIOMMNE TOHATHUSA:

1.3.1. binokupoBaHWe NEPCOHAIBHBIX NAHHBIX — BPEMEHHOE IMPEKPALICHUE
cOopa, cucTEeMaTW3allud, HAKOIUICHUS, HCIOJb30BaHUs,  PaCIpOCTpPaHEHUS
MEePCOHATBHBIX TAHHBIX, B TOM YHUCJIE UX MEpeIayH.

1.3.2. HWudopmanmonHass cuctemMa TEPCOHAIBHBIX JAHHBIX (Janee —
Nudopmarnmonnas cucrtema) — nHPOpMaIMOHHAsI CUCTEMA, TIPEICTABIIAIONIAs COOOM
COBOKYMHOCTh TEPCOHANBHBIX JAHHBIX, COJCPXKAIIMXCS B 0a3e MaHHBIX, a TaKKe
WH(GOPMAITMOHHBIX ~ TEXHOJOTHH W TEXHUYECKHX  CPEJACTB,  MO3BOJISIOIINX
OCYIIECTBJISITh 00pa0OTKY TaKWX MEPCOHATBHBIX JAHHBIX C UCTIOJIb30BAHUEM CPEJICTB
aBTOMATHU3AIMH UK O€3 UCTIOJIb30BAHUS TAKUX CPEJICTB.

1.3.3. Hcnonp30BaHHE MNEPCOHANBHBIX JaHHBIX — JEHUCTBUA (Omeparuu) c
MEepPCOHAIBLHBIMU JaHHBIMU, COBEPIIIAEMBIC ONIEPATOPOM B IEISAX MPUHSITHUS PEIICHUM
WM COBEPIIEHUS] MHBIX JEUCTBUM, MOPOXKAAIOUMUX IOPUIAYECKUE TOCIEACTBUS B
OTHOIIIEHUH CYOBhEKTa MEPCOHANBHBIX JAHHBIX WM APYTUX JUIL OO0 MHBIM 00pa3oM
3aTparuBarolnX MpaBa U CBOOOJBI CYOBEKTa MEPCOHATBHBIX JAHHBIX WM JIPYTUX
T,

1.3.4. KonduneHIMaipsHOCTh MEPCOHATBHBIX JAaHHBIX — OO0s3aTelbHOE IS
COOJIO/IEHUS OIEpPaTOpPOM WM WHBIM TIOJYYHUBIIMM JOCTYI K TEPCOHAIBHBIM
JAHHBIM JIUIIOM TpeOOBaHWE HE JOMYyCKaTh WX pacmpocTpaHeHus 0e3 coriacus
CyOBeKTa MepCOHANBHBIX JAHHBIX WJIA HAJTUYHS HHOTO 3aKOHHOTO OCHOBAHMS.
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1.3.5. O6e3nuunBaHuEe NEPCOHATBHBIX JaHHBIX — JIEUCTBHS, B pe3yjbTaTe
KOTOPBIX HEBO3MOXXHO OMNPEAEIUTh MPUHAMJICKHOCTh TEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHATBHBIX JaHHBIX.

1.3.6. OOpaboTka TEPCOHANBHBIX JAaHHBIX — JCHCTBUSA (Omepamuu) C
NEPCOHATBHBIMU  JaHHBIMU, BKJIIOYas CcOOp, CHUCTEeMaTH3allhl0, HaKOIUICHHE,
XpaHEeHHe, yTOUHeHHEe (OOHOBJICHHE, U3MEHEHHUE), UCIIOJIb30BAHUE, PACTIPOCTPAHCHHE
(B TOM umcie mnepenady), OO€3IMYMBAHHME, OJIOKUPOBAHUE, YHUUYTOKECHHE
MEePCOHALHBIX TAHHBIX.

1.3.7. OO6paboTka TIEPCOHATBHBIX JAHHBIX 0O€3 WCIOIB30BAHMS CPEICTB
apromatu3zauuu (nanee — HeaBroMaTU3MpOBaHHBIM cnoco0) — JAEUCTBUS C
MEPCOHAJIbHBIMU  TAHHBIMH, TaKh€ Kak cOOp, CUCTEeMaTu3alMs, HaKOIUICHHE,
XpaHEHHE, UCIOJIb30BAaHUE, YTOYHEHHE, paclpOCTPAHEHHE, YHUYTOKECHHE
NEPCOHANBHBIX JIaHHBIX B OTHOIIEHWU KaXJIOro M3 CYOBEKTOB MEPCOHATBHBIX
JAHHBIX, OCYLIECTBIISIIOTCA IIPU HENOCPEACTBEHHOM YYaCTHUH YEJIOBEKA.

1.3.8. OO6mienocTynHble NMEPCOHANIBHBIE JAHHBIE — MEPCOHANILHBIC JaHHBIE,
JIOCTYIl HEOTPAHUYEHHOTO KPYTa JIUI] K KOTOPBIM MPEIOCTaBJIEH C coryiacus CyObheKTa
NEPCOHANBHBIX JaHHBIX WJIM Ha KOTOpbIE B COOTBETCTBHHM C (delepaibHbIMU
3aKOHAaMU HE pacnpocTpaHsaeTcs TpeOoBaHUE COOII0IEHUS KOH(PUAECHIINATbHOCTH.

1.3.9. Omneparop — Ilkona, rwpugudeckoe wWikd (U3NIECKOE JIUIIO,
OpraHU3yIOIIME M OCYIIECTBISAIONINE 00pabOTKY MEPCOHANIBHBIX JAHHBIX, a TAKXKE
ONpEIENSIOIUE LENH U CoIepKaHue 00pabOTKH MEPCOHANbHBIX TAHHBIX.

1.3.10. IlepconanbHble JaHHblE — J00as HMHQPOpPMaLKsA, OTHOCSIIASCA K
ONpENEICHHOMY WM ONpENeIsieMOMY Ha OCHOBAaHMM TakKod HMHQpoOpManuu
buznyeckoMy Uy (CYOBEKTY MEPCOHATBHBIX JAHHBIX), B TOM YHUCJE €ro dhaMuius,
MMs, OTYECTBO, TOJl, MECAILI, 1aTa U MECTO POXKACHUS, aJpec, CEMEITHOE, COLUATILHOE,
UMYILIECTBEHHOE IOJIOXKEHHEe, oOpa3oBaHue, mpodeccus, AOXOIbl, JApyras
uHbopMaIus.

1.3.11. PacnpocTtpanenne nepcOHAIBHBIX AAHHBIX — ACHCTBUS, HAIIPABJICHHBIE
Ha I[iepefadyy TNEpCOHAIbHBIX [AaHHBIX OIPEAEICHHOMY Kpyry Juil (mepenada
NEPCOHAIBHBIX JAHHBIX) WM HAa O3HAKOMJICHME C TEPCOHAIBHBIMU JTaHHBIMHU
HEOTPAaHUYEHHOTO KPyTa JIUIl, B TOM YHCJIe 00HApOJOBaHUE MIEPCOHATBHBIX JaHHBIX B
CpeAcTBax  MaccoBoM  uwHpopManuu,  pasmenieHue B HHQPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM NPEeIOCTaBIEHUE JOCTYyNa K MNEepCOHATbHBIM
JAHHBIM KaKMUM-JIMOO UHBIM CITIOCOOOM.

1.3.12. CnenmnanbpHble KaTErOpUH NEPCOHANBHBIX JAHHBIX — IEPCOHAIBHBIE
JAaHHBIC, KAaCalOUIMECs] PACOBOM, HAIMOHAIIBHON MNPUHAIJIEKHOCTH, MOJTUTHUYECKHUX
B3IJISIIOB, PEJIUTHO3HBIX WU (DUIocoPCckux yOeKIeHUM, COCTOSHUS 3I0pPOBbS,
WHTUMHOM JKM3HU CYOBEKTA MEPCOHAIBHBIX JaHHBIX.

1.3.13. YHuYTOXXEHUE MEpPCOHAIBHBIX HAaHHBIX — JCHCTBUS, B pE3yJibTaTe
KOTOPBIX HEBO3MOXHO BOCCTAHOBHUTH COJIEpKAHHE TMEPCOHAJIBHBIX JaHHBIX B
MH()OPMAITMOHHOW CHUCTEME TEPCOHATLHBIX JAHHBIX WIIM B PE3yJIbTaTe KOTOPBIX
YHUUYTOXKAIOTCSI MaTEPUATIbHBIE HOCUTEIN EPCOHANBHBIX JAHHBIX.
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2. ITopsinok 00padOTKU NEPCOHAIBbHBIX JAHHBIX

2.1. OOpaboTka nepCcOHaNbHBIX AaHHBIX B HMH(popMaIMOHHBIX cUcTeMax
[IkoJIBI TOJKHA OCYIECTBISATHCS Ha OCHOBE MPUHIIUIIOB:

- 3aKOHHOCTH 1IIeJie M CcrmocoOOB 00paOOTKU MEPCOHAIBHBIX JaHHBIX H
100pPOCOBECTHOCTH;

- COOTBETCTBHs IIejiel 0OpabOTKM MEPCOHATBHBIX JAHHBIX IIENIAM, 3apaHee
OTIpENEIICHHBIM W 3asBJICHHBIM TIPH COOpe TEPCOHANBHBIX JaHHBIX, a TaKKe
MTOJTHOMOYHSIM OTIepaTopa;

- COOTBETCTBHS 00beMa U XxapakTepa o00padaThIBAEMBIX IEPCOHATBHBIX
JAHHBIX, CIOCOOOB O0Opa0OTKM TEPCOHANBHBIX JAHHBIX MEIsIM 00paboTKu
MIePCOHAIIBHBIX JTAHHBIX;

- JIOCTOBEPHOCTH TIEPCOHAIBHBIX JAaHHBIX, WX JOCTATOYHOCTH IS IIEJeH
00paboTKH, HEOMYCTUMOCTH O00pPaOOTKH MEPCOHATBHBIX JAHHBIX, U30BITOYHBIX I10
OTHOUIEHUIO K IIEJIM, 3asIBJICHHBIM MPU COOpPE MEPCOHATBHBIX JaHHBIX;

- HEJIOMYCTUMOCTH OOBEAMHEHUS CO3JaHHBIX MJII HECOBMECTHUMBIX MEXIY
coOoii 1ieseit 0a3 TaHHBIX HH(POPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX.

2.2. OOpaboTka TEpPCOHANBHBIX MaHHBIX B HMH(MOpMaIMOHHBIX cHUCTEMax
k0SBl MOKET OCYIIECTBISATHCS OMEPATOPOM C MUCHbMEHHOTO COTJIachs CyOBEKTOB
MIEPCOHANIBHBIX JaHHBIX, 32 HCKIIOYCHHEM CISAYIOIMHUX CIIy4aeB, KOTJa TaKOTO
corJyiacusi He TpeOyeTcsl, €CIIn:

- 00paboTKa TMEpCOHAJIBHBIX JAHHBIX OCYIIECTBISETCS Ha OCHOBAaHUU
deneparTbHOTO 3aKOHA, YCTAHABIMBAIOMIETO €€ 11e7b, YCJIOBHUSA IOTYYCHUS
MEPCOHANBHBIX JAaHHBIX W KPYyr CyOBEKTOB, IEPCOHAIBHBIC JaHHBIE KOTOPHIX
Mo IIIeXKaT 00paboTKe, a TAK)KE OMPEICIISIONIETO MTOTHOMOYHS OIepaTopa;

- 00paboTKa TIEPCOHANBHBIX JTaHHBIX OCYIIECTBISETCS B IEIAX HCIOJHCHUS
JIOTOBOPA, OJTHOM U3 CTOPOH KOTOPOTO SIBIISIETCS CYOBEKT NEPCOHATBHBIX JaHHBIX;

- 00paboTKa MEePCOHANBHBIX JIaHHBIX OCYIIECTBISACTCS JIJISi CTATUCTHYECKUX
WIM WHBIX HAy4YHBIX I[eJIe TP YCIOBUU O0S3aTENBHOTO O0E3TUYMBAHUS
MEPCOHANBHBIX JAHHBIX;

- 00paboTKka TMEpPCOHANBHBIX JaHHBIX HEOOXOAUMa [IJIsl 3allUThl >KU3HH,
3lI0POBbSl WJIM WHBIX JKU3HEHHO BAXXHBIX HHTEPECOB CYOBEKTa MEPCOHAIBHBIX
JAHHBIX, €CIIH MTOTYYEHUE COTIIacus CyObeKTa MepCOHANBHBIX JAHHBIX HEBO3MOXKHO.

2.3. O6paboTKa onepaTopoM CHEIUaTbLHBIX KATETOpUi MEPCOHABHBIX JaHHBIX
B MH(popmanmonnsix cuctemax Illkonsl gomyckaercs eciu:

- CyOBEKT TMepCOHANBHBIX JTaHHBIX Jal COTJacue B MHChbMEHHOW (opme Ha
00pabOTKy CBOUX MEPCOHATBHBIX JIAHHBIX;

- IEPCOHAIBHBIC JAHHBIC SBJISTFOTCS OOIIEOCTYITHBIMHU;

- TEepCOHANbHBIC JAaHHBIC OTHOCATCA K COCTOSHHUIO 3J0pPOBBSl CyOBEKTa
MEPCOHANILHBIX JaHHBIX M WX 00paboTka HEoOXoauMa sl 3aIUThl €r0 >KWU3HH,
3I0POBbSl WJIM WHBIX >KU3HEHHO BAXKHBIX HHTEPECOB JMOO KU3HU, 3I0POBBS WU
WHBIX KU3HEHHO BAKHBIX MHTEPECOB APYTHX JIMI], U MOJTYYEHUE COTIacHus CyOBheKTa
MIEPCOHANILHBIX JTAHHBIX HEBO3MOKHO;
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o0paboTKa  NEPCOHAJIBHBIX  JIAHHBIX  OCYIIECTBIISIETCS B MEAMKO-
npopUIaKTHUECKUX IeNsIX, B IENSIX YCTAHOBJICHUS MEIULIMUHCKOTO JHarHos’a,
OKa3aHMsI MEUIIMHCKUX U MEIMKO-COI[MATbHBIX YCIYT MPHU YCIOBUH, YTO 00paboTKa
NEPCOHATBHBIX JIAHHBIX OCYIIECTBIISETCS JIMIIOM, IPOPECCUOHAIBHO 3aHUMAIOITUMCS
MEJUIMHCKON JESATENHHOCThIO U 00S3aHHBIM B COOTBETCTBHH C 3aKOHOJATEIHCTBOM
Poccuiickoit @enepariny coXpaHsaTh BpaueOHYIO TalHY.

2.4. B cinydae eciu oneparop Ha OCHOBAaHUH JIOrOBOpa Mopydaer oOpaboTKy
MEPCOHANBHBIX JAHHBIX JPYroMy JIUIly, CYIIECTBEHHBIM YCJIOBHEM JIOTOBOpa
ABIISIETCA OO0SI3aHHOCTh OOECTEeUeHUs] YKa3aHHBIM JIMIIOM KOH(DHIEHIIUATbHOCTH
MEPCOHANBHBIX JaHHBIX U O€30MaCHOCTH MEPCOHATIBHBIX TaHHBIX PU UX 00paboTKe.

2.5. Omneparop, MOMy4YarOUMKA JOCTYN K NEPCOHAIBHBIM JaHHBIM, JIOJKEH
oOecrnieunBaTh KOH(OUICHIIMATLHOCTh TAKUX JAHHBIX, 32 UCKIIOYCHHEM CITyJacB:

- B clly4ae 00€3TMYMBAHUS IEPCOHATIBHBIX JJAHHBIX;

- B OTHOUIEHUH OOILEAOCTYIHBIX IEPCOHANBHBIX JaHHBIX.

2.6. OOpaboTka TEpPCOHANBHBIX MaHHBIX B MH(pOpMaIMOHHBIX CcHCTeMax
Ikoabl OCyLIECTBISIETCS TOJIBKO € COIJIacMsi B NUCbMEHHOM Qopme cyObnekTa
NEPCOHAIBHBIX  JAHHBIX, 3@  MCKJIIOYEHHEM  CIIy4aeB, IPEIyCMOTPEHHBIX
(enepanbHBIMU 3aKOHAMH, KOTOPBIMH IPEAYyCMATPUBAIOTCS ClAydau 00s13aTEIbHOIO
MPEIOCTABIICHHUS CYyOBEKTOM MEPCOHATBHBIX JAHHBIX CBOUX MEPCOHAIBHBIX JAHHBIX B
IEJISIX 3aIMTHl OCHOB KOHCTHTYIITMOHHOTO CTPOS, HPABCTBEHHOCTH, 370POBbsI, PaB U
3aKOHHBIX MHTEPECOB IPYTHX JHIl, 0OecredeHus 00OpOHBI CTPAHBI U OE30MaCHOCTH
rocyapcTBa.

2.7. IluceMeHHOE coriacue CyObeKTa MEePCOHAIBHBIX JTaHHBIX HAa 00pabOTKYy
CBOMX TEpPCOHANBHBIX AaHHBIX B MHpopmarnmonnsix cucremax IlIkombr momxHO
BKJIIOYATH B ce04:

- ¢aMuiIMIo, UMs, OTUECTBO, aJIpec CyOBbeKTa MEPCOHANBHBIX JaHHBIX, HOMEP
OCHOBHOT'O JIOKYMEHTa, yIOCTOBEPSIOLIEr0 €ro JIMYHOCTh, CBEACHUS O JAaTe BbLAAUU
YKa3aHHOTO JIOKYMEHTA U BbIIaBILIEM €r0 OPTaHE;

- HauMmeHoBaHue (damMuiauio, uMs, OTYECTBO) H ajapec omeparopa,
MOJTyYaIOLIET0 COorlacue CyObeKTa MepCOHANBHBIX JAHHBIX;

- leJIb 00pabOTKU NMEPCOHATIBHBIX TaHHBIX;

- TepeYeHb MEPCOHANBHBIX JaHHBIX, Ha 00pabOTKY KOTOPHIX TAETCsl COTJIacue
cyObeKTa MepCOHATbHBIX IAHHBIX;

- TepeYeHb JCHCTBHUI C MEePCOHAIBHBIMU JAHHBIMHU, HA COBEPILIEHHUE KOTOPBIX
JaeTcs coryacue, oOOIee OMHMCaHWE WCIOJIb3YeMbIX OMEepaTopoM  CIOCOOOB
00pabOTKH MEPCOHANIbHBIX JaHHBIX;

- CpOK, B TEYEHHE KOTOPOTO JEHCTBYET corjacue, a TaKXkKe MOPSAIOK ero
OT3bIBA.

2.8. OOs3aHHOCTH MPENOCTaBUTh JOKA3aTEIbCTBO TMOJYYEHHUS COIJIacus
CyOBeKTa TIEPCOHATBHBIX JaHHBIX Ha OOpa0OTKY €ro MepCOHAIBHBIX JTaHHBIX, a B
ciydae 0O0pabOTKH OOIIETOCTYNHBIX MEPCOHANBHBIX JaHHBIX B MHQpOpMaIMOHHBIX
cuctemax Illkombr 005S3aHHOCTH JIOKa3bIBaHUS TOTO, YTO OOpabaThIBacMbIC
NepPCOHANbHBIE TaHHBIE ABIISIOTCS OOIEAOCTYITHBIMH, BO3JIaraeTcs Ha oreparopa.
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2.9. B cinyyae HefeecnocOOHOCTH CyObeKTa MEPCOHATBHBIX JAaHHBIX COTJacHe
Ha 00pabOTKy €ro mepcoHajdbHbIX JaHHBbIX B MH}opmanumonHsix cucremax [lIkombi
JaeT B MHCbMEHHOW (opMe 3aKOHHBIM MpPENCTAaBUTENb CYOBEKTa MEPCOHATBHBIX
JAHHBIX.

2.10. B cayuyae cMmepTH cyOBbEKTa MEPCOHAIBHBIX JAHHBIX COTJache Ha
00paboTKy ero nepcoHailbHbIX AaHHBIX B MHbopmanmonubix cucremax I[lIkossi
JAl0T B MHUCBMEHHOW (OpME HACIEIHUKH CyOBEKTa NEPCOHAIBHBIX JAHHBIX, €CIH
TaKoe coryiacue He ObUIO JaHO CYOBEKTOM MEePCOHATBHBIX JAHHBIX MPH €r0 KU3HU.

2.11. CyObeKT mepcoHaIbHBIX JaHHBIX UMEET MPaBO Ha MOJyYEHUE CBEACHUU
00 00paboTke CBOMX TMEPCOHANBHBIX MaHHbIX B WH(OpManMOHHBIX cucTeMax
[Ixonbl, a onepaTop 00s13aH UX MPETOCTABUTH B COOTBETCTBUU CO CTaThbsiMu 14 u 20
®enepanpHOro 3akoHa ot 27.07.2006 Ne 152-03 «O nepcoHaabHbIX JaHHBIX.

3. Mepsbl o o0ecneyeHNI0 0€30NMACHOCTH NMEePCOHAJbHBIX JaHHBIX NP UX
oOpadoTke

3.1. be3omacHOCT,  TEPCOHAIBHBIX  JIaHHBIX, O00padaThIBa€MbIX B
Nudopmanmonnsix  cuctemax  Illkonbl, mocturaercss myTeM  HCKIIOUYEHUSA
HECAaHKIIMOHUPOBAaHHOIO, B TOM YHCJIE CIIy4ailHOro, JOCTyna K II€pCOHAJIbHBIM
JAHHBIM, PE3YJBTATOM KOTOPOIO MOXKET CTaTh YHHUYTOXXCHHE, W3MEHEHHE,
0JIOKMpOBaHUE, KOMHUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JAHHBIX, a TAKKE
VWHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM.

3.2. Jlna oOecrneuyeHus O€30MacCHOCTA NEPCOHAIBHBIX JIAHHBIX NpPH UX
o0paboTke B MHpopManmonnsix cuctemax [1IKombl oCcylecTBIsSIETCS 3alluTa:

- nHpopManuu, 00padaThIBAEMON € UCIIOIB30BAHUEM TEXHUUYECKUX CPEICTB;

- uH(opMmaImu, cojepxanieiics Ha OyMaKHOW, MarHUTHOM, MAarHUTHO-
ONTHUYECKON U MHOW OCHOBE (HOCUTEJISX ).

3.3. PaGoThsl mo obecrnieueHn0 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX
obpabotke B WMubopmammonnbix cucremax Ilkonbl SBASIOTCS HEOTHEMIIEMOMN
4acThIo paboT 1o co3nanuio MHGOpMaIMOHHBIX CUCTEM.

3.4. Undopmarmonnsie cuctembl IIkonbl kiaccuuuupyroTcss ONepaTopoM.
[IpoBenenne kmaccupukanum MHpOpMaMOHHBIX cucTeM ompenenaeHo [lopsiakom
npoBeneHus Kiaccuukanuu HWHGOPMAIMOHHBIX CHUCTEM TEPCOHANTBHBIX JTAHHBIX,
YTBEP>KJICHHBIM COBMECTHBIM INpuKa3zoM denepanbHON CIy)ObI 0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpoJito, DenepanbHoll ciyxkObl 0Oe3zonmacHocTH Poccuiickoit
®enepaunn, MUHUCTEPCTBOM MH(GOPMALIMOHHBIX TEXHOJOTUWA U CBsI3u Poccuiickoii
®enepanuu ot 13.02.2008 Ne 55/86/20.

3.5. OOMeH mnepcoHaldbHBIMM JaHHBIMM TpU HUX 00paboTke B
Nudopmanmonnsix cucremax IIkomabl ocyliecTBisieTcsl 0 KaHalaMm CBSI3U, 3allluTa
KOTOPBIX 00€CTIEUnBAETCS MyTEM peau3allii COOTBETCTBYIOIIMX OpraHU3alliOHHbIX
Mep U (WiIM) NyTeM NPUMEHEHHS] TEXHUYECKHUX U MPOTPAMMHBIX CPEJCTB.

3.6. Pasmemenne HWMudopmammonasix cucrem IlIkonbl, crenuanbHOE
0o0opyIOBaHUE U OXpaHa MOMEUICHHH, B KOTOPBIX BeAeTCs paboTa ¢ nepcoHaIbHBIMU
JaHHBIMHU, OpraHu3allus pekuMa oOecrieueHus O€30MacCHOCTH B ATUX MOMEILEHUSIX
JOJKHBI 00€creYnBaTh COXPAHHOCTh HOCUTENIEH MEePCOHAIbHBIX JaHHBIX U CPE/ICTB
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3alUThl MHQOpMAIMHM, a TakKe MCKI0YaTh BO3MOXHOCTb HEKOHTPOJIUPYEMOTO
POHUKHOBEHUS WM NPEOBIBAHUS B 3TUX MTOMEIIEHUSAX IOCTOPOHHHUX JIULI.

3.7. bes3omacHOCTb MEpPCOHAIBHBIX JaHHBIX MpU UX 00paboTke B
HNupopmannonnsix cuctemax Llkosbsl obecnieunBaeT oneparop Win JUIO0, KOTOPOMY
Ha OCHOBaHHUM JIOTOBOpa ONEpaTop HOpYy4yaeT OOpabOTKYy MEPCOHANbHBIX JTAHHBIX
(nanee — YnomHomouyeHHOe JH10). CyHIECTBEHHBIM YCIIOBUEM JOrOBOpaA SIBISIETCA
00s3aHHOCTh ~ YTOJHOMOYEHHOTO  JIMIa  00ecrneyuTh  KOH(UICHIMAIbHOCTD
MEePCOHANBHBIX JAHHBIX M 0€30MaCHOCTh MEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKE B
MH(POPMALIMOHHON CHCTEME.

3.8. Ilpu oOpaboTKe MepCcOHANBHBIX NaHHBIX B MH(pOpMAIMOHHBIX CHCTEMax
[IkoJe1 0€30MacHOCTh 00ECTIEUNBACTCS

- IIPOBEJICHHEM MEPONPHUITHI, HANpaBICHHBIX HAa IPEIOTBpAIICHUE
HECaHKIIMOHUPOBAHHOI'O JIOCTYIa K NEPCOHAIBbHBIM JIAHHBIM U (WMJIM) MEeperayu Ux
JUIaM, HE UMEIOLIUM IIpaBa JI0CTyIa K Takoil uHpopmanmu;

- CBOEBPEMEHHBIM OOHapYKEHHEM (PaKTOB HECAaHKLIMOHUPOBAHHOTO JIOCTYIA K
NIEPCOHAJIBHBIM JIAHHBIM;

- HEJOIYLICHUEM BO3JICHCTBHS Ha TEXHUYECKUE cpelncTBa
aBTOMATHU3UPOBAaHHONW 0OpaOOTKM MEPCOHAIBHBIX JAHHBIX, B PE3YyJIbTaT€ KOTOPOIO
MOKET OBbITh HAPYIIEHO UX (PYHKIMOHUPOBAHMUE;

- BO3MOXXHOCTBIO HE3aMEJIJIMTEJIbBHONO BOCCTAHOBJIEHUS IE€PCOHAJIBHBIX
TaHHBIX, MOIU(PUIIMTPOBAHHBIX WIH YHUYTOXEHHBIX BCJIEZICTBUE
HECAaHKIIMOHUPOBAHHOTO JAOCTYyNa K HUM;

- TOCTOSIHHBIM KOHTpOJIeM 3a OO€CIeYEeHUEM YpOBHS 3alULIEHHOCTH
MEPCOHAJIbHBIX TAHHBIX.

3.9. 3amuTa nepcoHadbHBIX JaHHBIX, oOpabarbiBaemasi B MHpopMalimoOHHbBIX
cucremax Illkomnbl, oOecneunBaercst 3a cuer cpeactB llkonsl B mopsike,
YCTaHOBJIEHHOM (heiepaibHbIMU 3aKOHAMHU.

3.10. Joctyn corpyanukoB IIIkoabl K  MEPCOHAJIBHBIM  JaHHBIM,
oOpaOateiBaeMbIM B MH(popmaninonHbix cucteMax 11Ikounbl, 111 BBIOJIHEHUS CBOMX
JOJHDKHOCTHBIX 00513aHHOCTEN MPOU3BOAUTCS K COOTBETCTBYIOUIMM IE€PCOHAIbHBIM
JAHHBIM Ha OCHOBAHUM CIIMCKA, YTBEPKICHHOIO ONIEPATOPOM.

4. Oco0eHHOCTH 00padOTKN NEPCOHANBHBIX JAHHBIX, OCYIIECTBJIsIEMbIX
0e3 UCMO0JIb30BAHUSA CPEJICTB ABTOMATU3AIUA

4.1. IlepcoHanbHble JaHHblE TpU HUX O00pabOTKe, OCYLIECTBISIEMOMN
HeaBroMaTu3upoBaHHBIM CIIOCOOOM, JTOJKHBI 000COOIATHCA OT MHOM MH(pOpMAIIUH,
¢ukcaerl UX Ha OTAENbHBIX MATEPUATBHBIX HOCUTENSIX MEPCOHANBHBIX JaHHBIX
(manee - MaTepualibHble HOCUTENH), B CIIELIMAIBHBIX pa3zesiax KHUT (KYpHAJIOB) WK
Ha 1oJisiX popM (OJIaHKOB).

4.2. Tlpu uxcanuy nepcoHalIbHBIX JAaHHBIX HA MaTepHaabHbIX HOCUTEINAX HE
JoryckaeTcsl (pukcalusi Ha OJTHOM MaTepUaIbHOM HOCHUTEIE MEPCOHATIBHBIX JaHHbIX,
e 00paboTKHU KOTOPBIX 3aBEJOMO HE COBMECTHMBI. {51 00pabOTKH pa3IuMuHbIX
KaTeropuyd IMEPCOHAIBHBIX JaHHBIX, OCYILIECTBIsAeMOW HeaBToMaTH3MpOBaHHBIM
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Croco0oM, JUIsl KaXKJI0M KaTEropuu MepCOHANbHBIX JAHHBIX JOHKEH MCIOIb30BAThCS
OTAEIBHBIA MaTepuaabHbIil HOCUTEIb.

4.3. IIpu ucnosnb30BaHUU TUIIOBBIX POPM JOKYMEHTOB, XapakTep HHMopMauu
B KOTOPBIX MpPEAINoaraeT Win AOMYyCKAaeT BKIIOUEHHE B HUX MEPCOHAIBHBIX JAHHBIX
(manee — Tumnosas ¢hopma), TOTKHBI COOTIOIATHCS CIASAYIOIINE YCIOBUS:

4.3.1. TunoBas ¢bopma WM CBSI3aHHBIC C HEW JOKYMEHTHI (MHCTPYKIIUS MO €€
3aMOJHEHUI0, KAPTOYKH, PEECTPHI U KYPHAJIBI) JOJIKHBI COACPIKATh:

- CBEJEHHUS O IeNd OO0pabOTKH TMEPCOHATBHBIX JAaHHBIX, OCYIIECTBIIIEMOM
HeaBTromMaTH3mupoBaHHBIM CITIOCOOOM;

- UM (HAaMMEHOBAHUE) U aJipec OnepaTopa;

- (hamunmro, MMS1, OTYECTBO H aJIpecC CyOhEKTa MEPCOHAIBHBIX TaHHBIX;

- ICTOYHUK TTOJTYYCHUS TIEPCOHATBHBIX JaHHBIX;

- CpOKH 00pabOTKH MEPCOHATBHBIX JAHHBIX;

- TIepeYeHb JCHUCTBUUA C TMEPCOHAIBHBIMU JIaHHBIMHU, KOTOpbIE OYIyT
COBepUIAThCs B Mpoliecce UX 00pabOTKH;

- ofmiee onucaHWe MCHOJIb3YEMbIX OIEPaTOPOM CIOCOOOB 00pabOTKU
MEPCOHANIBHBIX JJAHHBIX.

4.3.2. TunoBas ¢dopma OJDKHA TPEeaycMaTpUBaTh I0Jie, B KOTOPOM CYOBEKT
MIEPCOHAIIBHBIX JTAHHBIX MOXKET TTOCTABUTh OTMETKY O CBOEM COTJIaCHH Ha 00paboTKy
MIEPCOHANIBHBIX JIAHHBIX, OCYIIECTBIsIeMY0 HeaBTOMaTH3npOBaHHBIM CIIOCOOOM.

4.3.3. TunoBas ¢dopma Ao0MKHA OBITH COCTaBJIEHa TaKUM OOpa3oM, YTOOBI
KKJIBIH M3 CyOBEKTOB MEPCOHATBHBIX JAHHBIX, COACPIKAIMINXCSI B JOKYMEHTE, UMEI
BO3MOKHOCTh ~ O3HAaKOMHTBCS  CO  CBOMMH  TIEPCOHAILHBIMH  JAHHBIMH,
colepKalllMMKCS B JIOKYMEHTE, HE Hapyllas MpaB M 3aKOHHBIX WHTEPECOB HHBIX
CyOBEKTOB IMEPCOHANTBHBIX TAHHBIX.

43.4. TumoBas QopMa AOMKHA HCKIOYaTh OOBEAMHEHUE  TIOJIEH,
IpeIHa3HAYCHHBIX JUIsl BHECEHUSI TIEPCOHATBHBIX JIAHHBIX, eI 00pab0TKU KOTOPBIX
3aBEJIOMO HE COBMECTUMBI.

4.4. Tlpu HECOBMECTUMOCTH Iiejeil 00pabOTKH TEPCOHANBHBIX JAaHHBIX,
3a(UKCUPOBAHHBIX Ha OJHOM MarepuaibHOM HOCHUTENE, eclii MarepuaabHbIi
HOCHTEIIb HE TIO3BOJISIET OCYIIECTBIISITH 00pa0OTKY MEePCOHATBHBIX JAHHBIX OTACIBHO
OT IPyTuX 3aUKCUPOBAHHBIX HA TOM YK€ HOCUTEINE MEPCOHANBHBIX JaHHBIX, JOKHBI
OBbITh MPUHATHI MEpPhl MO OOECHEUYEHUIO pa3ielbHONM 00pabOTKH MEPCOHATBHBIX
JTAHHBIX:

4.4.1. TIlpu HeoOXOAMMOCTH WCIOJb30BAHUS WM  PacCHpOCTPaHEHUS
OTIpENIEIICHHBIX TIEPCOHATBHBIX JAHHBIX OTACIBHO OT HAXOMAIIUXCS Ha TOM JKE
MarepuanbHOM HOCHUTEJIEC JPYyTrUX TEPCOHATBHBIX JAHHBIX  OCYIIECTBIISICTCS
KOITMPOBAaHUE TIEPCOHANBHBIX JIAHHBIX, IMOJICKAIUX PACIPOCTPAHCHUIO WA
WCIIOJIb30BAHUIO,  CITOCOOOM,  HCKJIIOYAIONUM  OJHOBPEMEHHOE KONHPOBAHHE
MEPCOHANIBHBIX JIAHHBIX, HE TMOJICKAIINX PACIPOCTPAHEHUIO W WCIIOJIB30BAHUIO, U
HCIIONIB3YETCs (PACIpOCTPAHSICTCS) KOMUS MEPCOHAIBHBIX IAHHBIX.

4.42. llpu HEOOXOAUMOCTH YHUYTOXKEHHS WIM OJIOKUPOBAHUA YacTU
MEPCOHANIBHBIX JIAHHBIX YHUYTOXKAETCA WU OJIOKHpyeTcss MaTepHualbHbI HOCUTEIb
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C MpEeIBapUTEIBHBIM KOITMPOBAHUEM CBEJCHUM, HE MOICKAIIMX YHUUTOKECHUIO WIH
OJIOKUPOBaHHUIO,  CIIOCOOOM,  HCKJIIOYAIOUUM  OJIHOBPEMEHHOE  KOMHPOBAaHHUE
NEPCOHANBHBIX JAHHBIX, TOAJIEKAIINX YHUUTOKEHUIO WU OJOKUPOBAHUIO.

4.5. YHUUYTOXKEHUE UK O0E3TMYMBAHUE YaCTU MEPCOHAIBHBIX JAHHBIX, €CIU
ATO JOIycKaeTcss MaTepuanbHbIM HOCUTEIEM, MOXET MPOU3BOJIUTHCS CIOCOOOM,
UCKIIIOYAIOIIUM  JalbHEHIIyl0 00pabOTKy JTHUX TEPCOHAIBHBIX JaHHBIX C
COXPAHEHHEM BO3MOXXHOCTH OOpabOTKM WHBIX JaHHBIX, 3a(UKCHPOBAHHBIX Ha
MaTepualbHOM HOcUTeNe (yAaJIeHUEe, BHIMApPbIBAHKE).

4.6. llpaBuna, mnpeaycmoTpeHHbie nyHkTamu 4.4 wu 4.5 HacTosIIero
[lonoxeHusi, NPUMEHSIOTCS TakXK€ B cllydae, €CIu HEOoOXOAMMO O0ECIeUHTh
pa3nenbHyl0 00paboTKy 3aMKCHpOBAaHHBIX HAa OJHOM MaTepuaabHOM HOCHUTENE
MEPCOHANBHBIX JaHHBIX U WH(OPMALINH, HE ABIISIONMICHCS IEPCOHATIBHBIMH JAHHBIMU.

4.7. YTouHEHNE NepCOHANIBHBIX JAHHBIX MIPU OCYLIECTBICHUN UX 00pabOTKU

HeaBTomMaTu3npoBaHHBIM CHOCOOOM NPOU3BOAUTCS IyTEM OOHOBIEHUS WU
U3MECHEHMS JaHHBIX Ha MarepuaabHOM HOCHUTENE, a €CIM 3TO HE JIOIyCKaeTcs
TEXHUYECKUMU OCOOEHHOCTAMM MaTepUalIbHOIO HOCUTENS, - IMyTeM (UKcaluu Ha
TOM K€ MaTepUaJIbHOM HOCUTENE CBEACHUW O BHOCUMBIX B HMX M3MEHEHMSX JIMOO
OyTEM H3TOTOBJIEHUS HOBOIO MATE€pUAJIBbHOTO HOCHUTENS C YTOYHEHHBIMU
MEPCOHAIbHBIMU JTAHHBIMHU.

4.8. O6paboTtka NEepPCOHATBHBIX JAHHBIX, OCYyILIECTBIIsIEMAsT
HeaBTOMaTH3UpOBaHHBIM CHOCOOOM, JIOJDKHA TMPOU3BOJIUTHCA TaKUM 00pa3om,
YTOObl B OTHOIICHMHM KaXIOH KaT€ropuyd NEPCOHAJIBHBIX JAaHHBIX MOXKHO OBLIO
ONpENEIUTh MECTA XPaHEHUS IEPCOHAIBHBIX AaHHBIX (MaTepuanbHbIX HOCUTENEH) U
YCTaHOBUTH IEPEUYEHb JHI], OCYUIECTBISIOIUX 00paOOTKYy MEPCOHAIBHBIX JTaHHBIX
100 UMEIOIIMX K HUM JTOCTYII.

4.9. HeobOxomuMo obecrnieunBaTh pasfeibHOEC XpPaHEHUE MEPCOHATBHBIX
naHHbeIX (MarepuanbHBIX HOCHUTENEH), 00paboTKa KOTOPBIX OCYIIECTBISETCS B
Pa3JIMYHBIX LENSX.

5. O05132aHHOCTH JINL, MMEIILIHUX J0CTYI K MePCOHAJTbHBIM JAHHBIM

5.1. OTBeTCTBEHHOCTH 3a obOecreueHrne Oe30NMacHOCTH MEPCOHABHBIX JIAHHBIX
U HaJuIexKanmi pexxuM padbotsl Mudbopmarmonnsix cuctem IlIkomnsl Bo3naraercs Ha
pykoBoautens [Ikomnsr.

5.2. B cBoeit pabotre corpynnuku Illkoisbl, momyiieHHbIE K 00pabOTKe
MEPCOHANIbHBIX JaHHbIX B MHpopmanmumonnsix cucremax LKoibl, JOJKHBI
PYKOBOJICTBOBAThCSl TpeOOBaHUSAMHU (heliepalIbHbIX 3aKOHOB, HOPMATUBHO-TTPABOBBIX
nokymeHToB lIpaButensctBa Poccuiickoit denepanuu, denepanbHoil ciyKObl MO
TEXHUYECKOMY M 3KCIOPTHOMY KOHTpoJito, DenepaibHON ciy:kObl 0€30MaCHOCTH
Poccuiickoii ®@enepanun, MunuctepcTBa UHPOPMALMOHHBIX TEXHOJOTHH M CBS3U
Poccuiickonn @enepanuu, a Takke HacToAWMM [lonokeHMEeM W HMHCTPYKLIUEH
MOJIb30BaTEsl 1O  3allldTe NEPCOHAIbHBIX JaHHBIX, O0OpabaTbiBaeMbIX B
HNupopMalmoHHBIX cUCTEMAaX.

5.3. B 0JKHOCTHBIE MHCTPYKLUHU COTPYIHUKOB IIIKOJBI, yIOJIHOMOYEHHBIX
Ha 00pabOTKy MepCOHANBbHBIX NaHHbIX B MHpopmamnoHHbX cuctemax IlIkomsi,
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JOJIKHBI OBITh BHECEHBI 00SI3aHHOCTH O HEOOXOJIMMOCTH BBIMOJHEHUSI TpeOOBaHUMN
o obecrnevyeHnto 6e30nacHOCTH 00padaThHIBAEMbIX MU TTEPCOHAIBHBIX TAHHBIX.

5.4. OTBeTCTBEHHBIN 3a obecreueHre 6€30MacHOCTH EPCOHATBHBIX JaHHBIX B
[IIkosie pyKOBOJCTBYETCSI B CBOCH NIEATENbHOCTH MHCTPYKLIHUEW OTBETCTBEHHOIO 32
oOecrieueHue 0OE30MaCHOCTH  MEPCOHANBHBIX  JaHHBIX, 0OpabaThIBaeMbIX B
Nudopmanmonnsix cucteMax [IKobI.

5.5. Ilpu oOHapy>KeHUU HApYUIEHUN MOPsSAKA MPEAOCTABICHUS EPCOHATBHBIX
TaHHBIX, OOpabaTeiBaeMbix B WHpopmarmonasix cucremax Illkoinbr, omeparop
HE3aMEJIJIUTEILHO MPUOCTAHABIMBACT MPEIOCTABICHUE TEPCOHANBHBIX JAHHBIX
nosb3oBaTesiM - MlHpopManmonHbix  cucteM I[lIkombl 10  BBIABICHHS TNPUYHH
HapyIIEHUN U yCTPAHEHUS dTUX MPUYHUH.

5.6. 3a Hapymienne HOpM Hactosimero Ilomoxenus, a Takke ¢eaeparTbHbIX
3aKOHOB, PETJIAMEHTUPYIOIUX MOPSAOK 00pabOTKM M obecreueHus 0e30MmacHOCTU
NEPCOHANBHBIX JaHHBIX, coTpyaHuku I[lIkombl, jJomymieHHbIE K pabore ¢
nepcoHanbHbIMU  JaHHbIMH B HWHpopmanumonnsix cucremax Ilkonel, HecyT
IPaKJAHCKO-TIPABOBYIO, AJMUHUCTPATUBHYIO, YTOJIOBHYIO U JUCHUIUIMHAPHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH C JIEUCTBYIOIIMM 3aKOHO/IaTEILCTBOM.
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